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WELCOME ! TODAY YOU WILL LEARN
HOW TO STAY SAFE ONLINE.

ARE YOU READY TO BEGIN?

Specially prepared for Infocomm Media Development Authority (IMDA)

Grandpa Joe
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“See the tricks. Spot the lies.
Stay scam-free—virtually!”

Key Talking Points
Step Into Safety: VR lets you walk through real scam scenarios and experience how
these tricks work—without any real-world consequences.

Practice Makes Perfect: Train in VR to spot red flags, fake avatars, and suspicious
virtual transactions. The more you practice, the safer you become!

Stay Ahead, Stay Smart: Scam tactics evolve—so should you! VR can keep you
updated on the latest scam trends, making you harder to fool.

Empower Yourself: Use VR workshops to build your confidence, learn from experts,
and even challenge your friends in scam-spotting games.
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Scene #: Notes:Start Now

Storyboard: Grandpa Joe’s First Cyber
Lesson (A VR Journey)

Genre: Educational narrative with
realism and warmth
Tone: Reassuring, slightly humorous,
relatable
Perspective: First-person (Grandpa Joe)

Virtual Reality
Cybercrime
Awareness
Training 

Scene 1: Entering the VR World

Visuals: Grandpa Joe puts on a VR
headset. The virtual room appears. A
friendly digital guide (younger version of
Joe) appears.
Audio: “Welcome, Joe! Ready to learn
about cyber safety?”
Action: Joe responds, “Sure. Hit me with
it.”

Scene 2: The Suspicious Email

Visuals: Two emails appear side by side.
One is a real AirAnA booking confirmation.
.
Audio:
Joe: “Oh nice! Two AirAnA messages—did I
book twice?”
Feedback

Zooms in on suspicious sender address.
Highlights slight spelling mistake in
“Airbnb.”
Shows mismatched link URL when
hovering.

Scene 3: The Fake Phone Call

Visuals: Incoming call shows fake bank
contact.
Audio: Caller: “This is your bank. We
need your credit card number AirAnA”
Guide: “Would your real bank ask that?”
Interaction: Joe presses NO.
Feedback: “Good job. Always call back
using the bank’s official number.”

Scene 4: Password Trouble

Visuals: Password input field shows:
password123.
Audio: Guide nearly chokes laughing:
“Joe, that’s the first thing hackers try!”
Action: Joe replaces with
Sunshine1956!
Guide nods: “Now that’s a strong
password.”

Scene 6: Oversharing on Social Media

Visuals: Chat message from “New
Friend”: “Hey Joe, what’s your home
address? I’d love to send you a little
gift!”
Joe: “Hmm... I’m not sure I should be
sharing that online.”
Interaction: Joe clicks NO.
Guide: “Some people online aren’t who
they say they are.”

Scene 7: The Online Scam

Visuals: Clickbait ad with countdown
timer.
Audio: Joe: “Too good to be true.”
Interaction: Joe says “No thanks.”
Guide gives a virtual high-five.

case studies



Welcome, Joe! Ready to
learn about cyber safety?

Sure. Hit me with it.

AI Avatar Grandpa Joe



YES NO

IS THIS EMAIL SAFE TO OPEN?The Fake Massages

Real Fake

Our community and vision for travel have grown significantly, so
we're updating our Terms of Service (including the Experiences
Additional Terms of Service), Payments Terms of Service, and
Privacy Policy (collectively, "Terms"). The updated Privacy Policy
will automatically come into effect for all existing users on 25 May
2018. Your continued use of the Airbnb Platform from that day on
will be subject to the new Privacy Policy. The changes of the Terms
of Service and the Payments Terms of Service will go into effect for
all existing users on 27 June, 2018. When you use Airbnb on or
after that day, we'll ask you to agree to the new Terms of Service
and Payments Terms of Service

You can review the new Terms by clicking here. We've also put up
information to explain these changes in more detail on our Terms
of Service Update page. Both the old and new versions of the
Terms can be found at the Terms of Service, Payments Terms of
Service, and Privacy Policy, tabs through 27 July, 2018. You should
review these Terms in full yourself

Thank you for being a member of our global community.

airana airana
Your account (XXXXXXXXXXXXXXXX) needs an update

Hi (XXXXXXXXXXXXXXXX) !

You (Airbnb host XXXXXXXXXXXX) are currently not able to accept new
bookings or send messages until you accept our new Privacy Policy.

Airbnb has updated his Privacy Policy for European users on 18 Apr
2018.

This update is mandatory because of the new changes in the EU
Digital privacy legislation that acts upon United States based
companies, like Airbnb in order to protect European citizens and
companies

In order to log back in, you need to accept our new Privacy Policy.

Click here to accept the new Privacy Policy needs an update



YES NO

This is your bank. We need your credit
card number to fix an error

The                  Phone Call

SHOULD YOU GIVE YOUR
INFORMATION TO THIS CALLER?



Username or Email

Password

YES NO

CREATE A NEW PASSWORD:
HOW ABOUT ‘PASSWORD123’?

Password Creation Test



YES NO

Hey, what’s your home
address? I’d love to send

you a little gift!

Hmm... I’m not sure I
should be sharing that

online

Social Media Privacy
IS IT SAFE TO SHARE YOUR
HOME ADDRESS ONLINE?



YES NO

Make $5,000 this week!

Wow, sounds like a dream…
or is it?

IS THIS A TRUSTWORTHY
OPPORTUNITY?

Scam Alert: Get-Rich-Quick Advertisement



Well done! You scored 6 out of 6. Here's
how you compare to other cyber learners.

NAME TIME COMPLETED

Lim Wandeful

Ari Bagus

Siva Bluffen

Sca em You

4m 13s

4m 40s

5 Mins

5m 21s

Grandpa Joe
6013  placeth

6m 34s



Urgent Message from Authorities
You get an SMS stating you owe back taxes or face arrest.

A) Follow the payment instructions immediately
B) Ignore, and if concerned, contact the authority directly using an
official number
C) Reply to the SMS with your details
D) Call the number given in the SMS



Phone Call from Bank
You receive a call saying your bank account has been compromised and

you’re asked to confirm your account number.
A) Provide your account number to fix the problem quickly
B) Click the link they send by SMS
C) Hang up and call your bank using the number on your card
D) Give the caller your full name and IC number



 Suspicious Pop-up Warning
A pop-up on your screen says your computer is infected; you’re told to

call a toll-free number for help.
A) Call the number right away
B) Click the link in the pop-up
C) Close your browser and run your own antivirus scan
D) Forward the message to friends for advice



enquiry@ipcgroup.com.sg +65 9147 4907

Home Content Contact

ipcgroup.com.sg

Join IPC in taking a stand against scams. Stay aware, stay protected, and
help others do the same.

SPOT THE SCAM BEFORE IT SPOTS YOU



Home Content Contact
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